
Your data: Biometric ICT Device Access 
 
How your information is used 
 
On ICT devices which support this feature, staff have the option to choose to securely access their 
device using their fingerprint or face (facial recognition).  Using these features is always a choice for 
our staff and you can continue to use a PIN code or password if you prefer.  
 
If you do choose to use the facial or fingerprint recognition features in your device to control access 
to it, your biometric data is stored only locally on the device itself, is protected by encryption and is 
not accessible to anyone else, even staff within the Council’s Digital & Technology cluster.  
 
How long facial & fingerprint data is kept for  
 
If you do choose to use the facial or fingerprint recognition features in your device, you can update 
these at any time on your device.  You can also choose to stop using those features at any time and 
instead use a PIN code or password.  When you stop using the feature the data will be deleted from 
your device, and if you wish to start using the feature again you will have to create a new facial or 
fingerprint profile to access your device. 
 
Where ICT devices are handed back to Digital & Technology because an employee no longer requires 
them, for whatever reason, all data, including any facial and fingerprint profiles will be deleted from 
the device.   
 
Where a device is reported to Digital & Technology as lost or stolen, the missing device will be 
blocked from connecting to any Council network.  If the device has an Internet/data connection, it 
will be wiped remotely to remove both functionality and potentially sensitive data.  If it uses mobile 
telephony/data (i.e., a mobile phone or LTE/4G/5G-enabled laptop or tablet) its mobile number will 
be blocked by the network operator.  Please note, however, the wipe will not happen if the lost 
device is switched off or otherwise unable to communicate with the internet. 
 
Your rights 
 
Aberdeen City Council is the Data Controller for your information.  You have legal rights about the 
way the Council handles and uses your data.  Using facial or fingerprint recognition is your choice; 
you can stop using these features at any time.  
 
More information about all your rights and the contact details of our Data Protection Officer are 
available on our website.   
 
You also have the right to make a complaint to the Information Commissioner’s Office. They are the 
body responsible for making sure organisations such as Aberdeen City Council handle your data 
lawfully. 
 
Our legal basis 
 
Whenever the Council processes personal data we need to make sure we have a basis for doing so in 
data protection law.  We understand our basis in data protection law to be Article 6(1)(f) of the 
General Data Protection Regulation (GDPR) because we have a legitimate interest in securing access 
to ACC issues ICT devices, and in providing staff with appropriately secure options to access their 
devices.  

https://ico.org.uk/


 
Biometric data (facial & fingerprint data used to uniquely identify someone) is special category data, 
so the Council needs an additional legal basis to process it.  The Council understands our legal basis 
for doing so in this case as Article 9(2)(a) of the GDPR. This is because the use of these features is a 
free choice for staff and the Council wants to make this feature available to staff who would like to 
choose it.  
 


