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1.0
Introduction

1.1 The purpose of this procedure is to ensure that the same approach is  taken throughout Aberdeen City Council (ACC) in relation to the reporting and management of a breach under the Data Protection Act 1998 (DPA). The Corporate Data Protection Policy sets out ACC’s legal obligations under the DPA and staff and Elected Members re expected to familiarise themselves with the policy and the associated procedures. This procedure shall be reviewed annually, or at such other intervals that the Head of Legal and Democratic Services deems necessary. 
1.2 The policy sets out the common standards to be adopted by all ACC staff and Elected Members when processing personal information. Under that policy all staff and Elected Members are required to comply with the eight data protection principles- see Appendix A. 
1.3 ACC takes any breach of the DPA seriously.  Depending on the particular circumstances of the breach, the Corporate Policy provides that such may attract disciplinary proceedings against that member of staff. 

2.0
What is a Breach?

2.1
The DPA requires ACC to comply with the eight data protection principles contained within the Act.  A breach is a failure to comply with any of these principles.  The following list, which is not exhaustive, provides examples of what is considered a breach of the Corporate Policy and Procedures which would require to be reported under this procedure:

· the unauthorised access and/ or use of personal (or sensitive personal)
 information by a member of staff
 or elected Member;
· unauthorised disclosure of personal (or sensitive personal) information;
· accidental loss;
· theft of personal (or sensitive personal) information;
· failure to process personal (or sensitive personal) information appropriately in accordance with the principles;
· failure to adhere to the Corporate Policy and/ or Procedures and other relevant procedures in relation to the processing of personal (or sensitive personal) information;
· failure to destroy or retain records or personal (or sensitive personal) information appropriately in accordance with legislation or council policies/ procedure;
· human error which results in any of the above having occurred;
· using personal (or sensitive personal) information for a purpose which is incompatible with the consent obtained or legitimising condition e.g. providing social work information to Housing, for a housing related matter where consent has not been provided and there is no requirement to share that information under any statutory power.  
It should be noted that a breach of the Corporate Policy or Procedures may also be deemed a breach of the ICT Acceptable Use Policy and the ICT Good Practice Guidelines. 
3.0
Notification of Breaches
3.1
All breaches must be reported to the Business Manager or Directorate Support Manager immediately, or within 2 working days of the breach being discovered.  A breach must be reported immediately where the information is considered sensitive personal information and/ or the breach is likely to cause a risk to service users or others. 
3.2
The Business Manager or Directorate Support Manager must notify the Director of the breach upon hearing about it, if the breach requires immediate reporting. Notification can be by telephone or by email.  Thereafter, the Director (or a representative acting on their behalf in their absence) shall inform the Head of Legal and Democratic Services of the breach the same day. 

3.3
Within 2 working days of the breach occurring or having been made known, the line manager must complete the Reporting Form at Appendix A and forward it to the Business Manager or Directorate Support Manager. 
3.4
Upon receiving the Reporting Form, the Business Manager or Directorate Support Manager shall forward the Reporting Form to the Director and Head of Legal and Democratic Services, who is responsible for maintaining the breach register. 
3.5.1 Depending on the circumstances and nature of the breach it may be necessary to report the breach to the Information Commissioner.  The Head of Legal and Democratic Service is responsible for reporting matters to the Information Commissioner. 
3.6
The Head of Legal and Democratic Services shall report to the Corporate Management Team on a biannual basis, or with such frequency as is deemed appropriate, on any areas which require further action which arise from any breaches reported to her. 
4.0
Assessing the risks
4.1
Before deciding what steps are necessary further to immediate containment, the risks associated with the breach must be fully considered.  One important consideration is an assessment of the potential impact on the individual(s) and what the consequences are for that individual or any other relevant parties, including ACC.  
4.2
In assessing the impact of a risk, the following points should be considered:

· What type of information is involved?

· How sensitive is it?   Some information is sensitive because of its very personal nature.

· How was the information held, e.g. (a file, on a USB stick, in an email).

· Who had, or has had access to the information? (were they authorised to have access)? 

· If information/data has been lost or stolen, is it protected?  Is the information encrypted? Has a call been logged with the IT helpdesk to report the loss or theft of any ICT resource (e.g. USB stick, laptop, RAS token, smart phone, mobile phone).
· What could the information/data tell a third party about the individual?

· How many individuals’ personal data are affected by the breach?  

· Who are the individuals whose data has been breached?  Whether they are staff, service users, or contractors will to some extent determine the level of risk posed by the breach.  Determining who the individual(s) are will inform the action to be taken to mitigate the risks. 

· What harm can come to those individuals? E.g.  Physical safety, distress, reputation, financial loss, other aspects of life.

· Are there wider consequences to consider?  Such as loss of public confidence, press interest?
· Should the breach be reported to the Police?
5.0
Investigation and Recovery
5.1
The Business Manager or Directorate Support Manager must decide within their service who should take the lead on investigating the breach.  This may involve discussion with HR, IT, Legal services, and where appropriate, the Police. 

5.2
The Business Manager, the Directorate Support Manager or Investigating Officer must establish who needs to be made aware of the breach and need to establish whether there is anything that can be done to recover any losses and limit the damage the breach can cause.
5.3
Having considered the risks detailed in clause 4. above, the investigation needs to establish how the breach occurred, why it occurred, what was steps should be put in  place to prevent the breach happening again in the future. 
5.4
The outcome of the investigation should be recorded in the Reporting Form. If the Reporting Form has already been submitted prior to the investigation, it should be updated. 
5.5
The updated Reporting Form should be sent to the Business Manager or Directorate Support Manager within two weeks of the breach having occurred or becoming known. The Business Manager or Directorate Support Manager should, upon receipt of the updated Reporting Form, send it to the Director and Head of Legal and Democratic Services. 
6.0 Informing Service Users and Others
6.1
Informing service users and others about a breach is an important element of managing breaches.   Notification should have a clear purpose, whether this is to enable service users who may be affected to take the necessary steps to protect themselves or to allow the appropriate bodies to perform their functions.

6.2   The following questions may assist you in deciding whether to notify:

· Can notification help the individual/service user? Not every breach will warrant notification.
· Will notification by detrimental to the individual/service user?

· Are the consequences of the breach of a serious nature?

· Consider how notification should be made, for example if you are notifying vulnerable individuals, or children.

6.3
The line manager must assess the risk and decide on the appropriate action to be taken. The proposed action should be clearly detailed in the Reporting Form. 
6.4
What should you include in a Notification?
6.4.1
Line managers should consider how notification should be made.  This will depend on the situation. 
6.4.2
There are a number of different ways to notify those affected so consider using the most appropriate one.  Always bear in mind the security of the medium which was used as well as the urgency of the situation. 

6.4.3
Notification should at the very least include a description of how and when the breach occurred and details of the personal (or sensitive personal) information.  

6.4.4
It may be considered appropriate to notify individuals by telephone, personal visit, or letter.  Particular care should be taken when considering the most appropriate method for particular groups of individuals, for example, if you are notifying children or vulnerable adults, it may be appropriate for a representative to be present. 
6.4.5
When notifying individuals give specific and clear advice on the steps they can take to protect themselves and also what you are willing to do to help them. 

6.4.6
Provide a way in which they can contact you for further information or to ask you questions about what has occurred. You should also provide them with information on how they can make a formal complaint to the Council or the Information Commissioner’s Office. Complaints made to the Information Commissioner’s Office should be made in writing to First Contact Team, Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, SK9 5AF, or by email to casework@ico.gsi.gov.uk 
7.0 Advice and Guidance for Staff
7.1
For further Data Protection advice or guidance staff should contact the Information Management Liaison Officer for the service, details of which can be found on the Zone.  
APPENDIX 1- CORPORATE REPORTING FORM  


	Reporting Officer Name: 


	(

	
	(

	Business Manager/ Directorate Support Manager:

	(

	
	(

	How was the breach discovered (include the date of the breach)?



	How would you categorise the breach (please tick where applicable)

Loss  FORMCHECKBOX 
                Theft  FORMCHECKBOX 
                Unauthorised Disclosure  FORMCHECKBOX 

Unauthorised Access  FORMCHECKBOX 
           Human Error  FORMCHECKBOX 
          Unauthorised Use  FORMCHECKBOX 


	What information was involved and who did it relate to? 



	How was the information held (e.g. online, on a laptop, contained within an email). 


	Explain the consequences of the breach (include information about who has had access to it and/ or what the potential affect the breach may have on the person the information is about, press interest).


	Provide a description of the immediate measures taken to mitigate the impact of the breach.

	Explain what proposed measures/ actions you intend to put in place to prevent the breach occurring in the future.


	When was the breach reported to the Business Manager or Directorate Support Manager?



	When was the breach reported to the Director?  


	Has an internal investigation been ordered? 


	Yes  FORMCHECKBOX 
               No  FORMCHECKBOX 


	If yes, please advise who will be undertaking the investigation
	

	When will it be completed by:
	


Forward the completed proforma to the Business Manager or Directorate Support Manager within 2 working days of the breach. 
For Admin use only
	Update required? 

Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 

	Deadline (date) 
	Advise Director of date update required

 FORMCHECKBOX 


	Reported to 

Head of Legal and Democratic:  
	Update form on register 

 FORMCHECKBOX 

	


APPENDIX 2- FLOWCHART OF REPORTING PROCESS



APPENDIX 3- THE EIGHT DATA PROTECTION PRINCIPLES
There are eight Data protection Principles that must be complied with, which are that:
· Personal information must be fairly and lawfully processed

· Personal information must be processed for limited purposes

· Personal information must be adequate, relevant and not excessive

· Personal information must be accurate and up to date

· Personal information must not be kept for longer than necessary

· Personal information must be processed in line with the data subjects'   rights

· Personal information must be secure

· Personal information must not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data
. 
Ref Number: 





Breach Discovered





Director sends Reporting Form to Head of Legal and Democratic Services same day.





 The information is NOT sensitive and/ or would NOT pose a risk to the person it’s about





If the information sensitive or would  be likely to pose a risk to the person it’s about? 





Within 2 working days





Report to Head of Legal and Democratic Services same day





Report to the Director immediately





Business Manager/ Directorate Support Manager reports to Director





Complete the Reporting Form and send to Business Manager or Directorate Support Manager





Report to Business Manager/ Directorate Support Manager








� Sensitive personal information is information consisting of information as to; racial or ethnic origin of the data subject, political opinions, religious beliefs or other beliefs of a similar nature, membership of a trade union,  physical or mental health or condition, sexual life, the commission or alleged commission of an offence or any proceedings for any offence committed or alleged to have  been committed or the disposal of any such proceedings or the sentence of any court. 





� The term “Staff” includes full time, part time, temporary and contract employees.


� For guidance on this principal, please see the “Transferring Data Overseas” Procedure on the Zone.
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